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Advanced Live Hacking: Methodologies and Demonstrations of 

Web Application Hacks By Conrad Clark 

Wednesday, July 18, 2007 at 06:00 PM 

Web applications by nature are not static. Content is continually being altered 

and new features are added, in some instances on a very frequent basis. Each 

time the Web application is changed, a risk is imposed that the application will 

not be secure. Even the simplest of changes could produce a vulnerability that 

may pose a major threat to the assets of the company, or just as important, in-

formation about a company’s customers. 

It’s been estimated that three-fourths of today’s successful system hacks are 

perpetrated not via network security flaws, but by entering directly through the 

“front door” - exploiting vulnerabilities in customer-facing Web applications. The 

hacker has evolved. Reality is that Web sites and Web applications are hacked 

with frightening ease. By taking advantage of the public access to a company 

through the Internet and using it to subvert your applications, hackers can gain 

easy access into your company’s sensitive backend data. Firewalls and intrusion 

detection systems (IDS) will not stop such attacks because hackers using the Web 

application layer are not seen as intruders. 

This session demonstrates how to defend against common attacks at the Web application layer with ex-

amples covering Web application hacking methods such as SQL Injection, Cross Site Scripting, Parameter 

Manipulation, Session Hijacking, and LDAP Injection. In addition, the session covers the techniques and 

processes that can be easily implemented into the application development lifecycle to ensure protec-

tion from such common attacks without requiring security expertise.  

Conrad Clark is a Security Engineer for S.P.I. Dynamics, Inc. (www.spidynamics.com), the leading pro-

vider of web application security testing software and services. Conrad is a Certified Information System 

Inside this issue: 

Events 

Member Deals 

Bring a Buddy 

Membership Director  
Needed 

Board Members 

Where do we meet 

Steven A. Smith is president of ASPAlliance.com, the #1 ASP.NET 

Community for developers to find and share knowledge. He has been 

named a Microsoft MVP in the ASP.NET area for his work and com-

munity support of that technology. He is the author of ASP.NET By 

Example, a beginner to intermediate level book designed with ASP 

developers in mind. He has spoken at Microsoft ASP.NET Connections 

and has held MCSE+Internet and MCSD certifications. Steve has a 

B.S. in Computer Science Engineering from The Ohio State University 
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Schedule of Events 

 July 18th 6:00 PM Ad-

vanced Live Hacking 

 July 5, 11, 18 11:00 AM -> 

MSDN Webcast: ADO.NET 

Step by Step (Part 09, 10, 

11 of 16): Using DataViews  

 July 6 2:00 PM ->MSDN 

Webcast: Developing Win-

dows SharePoint Services 

Workflows 

 July 11 2:00 PM -> MSDN 

geekSpeak: Web Applica-

tion Security with Keith 

Brown 
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for the events at 

fvnug.wi-inets.org 

As part of our ongoing and dedicated effort to support local User Groups and INETA, Telerik is pleased to 

provide your group members with the opportunity of receiving a Telerik Reporting Developer License 

($399 value). 

By exploring the Telerik Reporting software and answering 7 out of 11 questions correctly, participants 

will be granted a complimentary license for the product. Additionally, each license recipient will be en-

tered in the draw to win a 19? NEC LCD monitor. 

We kindly ask you to direct your members to the following link via email or through your UG website to 

register: http://www.telerik.com/products/reporting/challenge.aspx?

gad=CIr3ptcEEggzNnfGTQKi2BiF1bL_AyDa8Mwf  

Telerik Reporting Challenge Invitation 

We've been working with other .NET user groups and wanted to extend a special discount to your chap-

ter.  We set up a 25% off, any product, discount for your members. 

Please visit http://www.xenocode.com to view information about our company and products. 
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Membership Director Needed 
Christy Giblin is our current Membership Director and one of our founding members. She has worked very 

hard to make the Fox Valley .Net Users Group a reality. Christy was responsible for organizing and plan-

ning the inaugural meeting in Feb 2006 and acquiring much of our sponsorship over the last year and a 

half. 

Christy will be resigning as Membership Director this month. Please join me in thanking her for all her hard 

work and wishing her well for the future.  

We now have the position of Membership Director open. The Membership Director is responsible for in-

creasing the membership and acquiring and fostering sponsors. If anyone is interested in filling this posi-

tion please notify any member of the board. 

The bring a buddy campaign has been struggling a bit. Perhaps because I have failed to bring books to the 

meetings. Well I have books and I will have them at the next meeting. Those who have brought a buddy to 

the last two meetings have a book coming.  

I am going to change the rules a bit, initially we said you bring a buddy and the bringer gets a book or a 

chance to win the Xbox. The update is this, both persons will now be entered into the Xbox give-away and 

one book will be awarded to the two of you.  

Sponsors 

We emphasize hands-on occupational training for specific careers that are in 

demand… Knowledge That Works. We provide a comprehensive curriculum of 

technical, adult basic education and continuing education, as well as cus-

tomized employee training. Fox Valley Technical College awards associate 

degrees, technical diplomas and certificates. We can also be your first step 

to a four-year college degree, offering many credit transfer opportunities. 

A Microsoft Gold Partner, Skyline excels at providing a competitive 

advantage to our clients in the areas of Custom Software Develop-

ment, Data Management, and Information Worker. We do this by sur-

rounding people who care with an environment that emphasizes busi-

ness knowledge and that values technical prowess. Simply stated, with 

Skyline you’re assured of partnering with good people who listen, understand, and always deliver. 

A trusted provider of management and technol-

ogy consulting to business and government, 

Fujitsu Consulting is the North American con-

sulting and services arm of the $40.6-billion 

Fujitsu group. Fujitsu Consulting integrates the core expertise of the Fujitsu companies and its partners 

to deliver complete solutions in the areas of enterprise information management, packaged application 

implementation, legacy systems modernization, IT governance, managed services and business process 

Since Omni's inception in 1984, Omni's core belief has been that strength in tech-

nology can only be achieved through the strength of our people. With this simple 

guiding principle in mind, they have been able to develop an experienced staff of 

300 professional Information Technology consultants. 

Platinum Sponsors 

Gold Sponsors 

Code Systems Discount 

Where do we meet 
We meet the 3rd Wednesday of every month at 6:00 pm in room F108 of the Appleton campus of Fox 

Valley Technical College. We do not meet in August and December. 

President David Palfery palfrey@fvtc.edu 

Vice President Tim Miller tmiller@skylinetechnologies.com 

Program Director Michael Wheeler mwheeler@omniresources.com 

Membership Director Open  

Finance Director Jeff Weyenberg  weyenber@fvtc.edu 

Secretary Sue Wiberg swiberg@stratagemnet.com 

Sun Mon Tue Wed Thu Fri Sat 

1 2 3 4 5 ADO.NET 

Step by Step 

Part 9 

6 SharePoint 

Services 

Workflows 

7 

8 9 10 11 ADO.NET Step 

by Step Part 10 

 

GeekSpeak 

12 13 14 

15 16 17 18 

Monthly Meeting 
 

ADO.Net Step by 

Step Part 11 

19 20 21 

22 23 24 25 26 27 28 

29 30 31     

July 2007 

Note: To register for the msdn web-

casts go to  

http://www.msdnevents.com/live-

webcasts.aspx 
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